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Lesson 1: vCenter Server
Architecture
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Learner Objectives

By the end of this lesson, you should be able to meet the following
objectives:

« Describe the vCenter Server architecture

« Discuss the vCenter Server deployment models

- Identify the vCenter Server services, components, and modules
- Explain Platform Services Controller

 Discuss the REST-based API

« Describe vCenter Server High Availability
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Overview of vCenter Server Appliance (1)

vCenter Server Appliance is a preconfigured Linux-based virtual machine
that is optimized for running vCenter Server and the associated services.

vCenter Server Appliance reduces the deployment time of vCenter
Server and the associated services, and provides a low-cost alternative
to the Windows-based vCenter Server installation.

The vCenter Server Appliance package contains the following software:
« VMware Photon™ OS 1.0

- The Platform Services Controller group of infrastructure services

« The vCenter Server group of services

« PostgreSQL
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Overview of vCenter Server Appliance (2)

vCenter Server Appliance uses the embedded PostgreSQL database,
which can scale up to 2,000 hosts and 35,000 registered virtual
machines or 25,000 powered-on virtual machines.

During deployment, you can choose the vCenter Server Appliance size
for your vSphere environment and the storage size for your database
requirements.

Starting with vSphere 6.5, the vCenter Server services in vCenter Server
Appliance include:

- vSphere Update Manager extension

« vCenter Server Appliance support for high availability

« vCenter Server Appliance and Platform Services Controller support for file-
based backup and restore
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About the vCenter Server Management Platform

vCenter Server is an application service that acts as a central
administration point for ESXi hosts and their virtual machines connected

on a network. This service directs the actions of virtual machines and
hosts.

vCenter Server
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vCenter Server Services

The vCenter Server group of services contains the following functions:
« vCenter Server

e R e e S e e eSS

« PostgreSQL ( Platform Services ‘:
|

« vSphere Web Client (server) Controller )
- vSphere Auto Deploy Y
» vSphere ESXi Dump Collector I vCenter Server l

- vSphere Syslog Collector e — —
- vSphere Update Manager
You cannot distribute these vCenter Server functions across multiple

servers. When you deploy vCenter Server Appliance, all of these
features are included.

Vmwa re VMware vSphere: Install, Configure, Manage 4-7 ‘

© 2017 VMware Inc. All rights reserved.



vCenter Server Appliance Architecture

The diagram shows the supporting components for vCenter Server
Appliance.
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vCenter Server Appliance

vCenter Server Appliance now scales to the same capacity as vCenter
Server installed on a Windows server.

Windows 6.5 vCenter Server
Appliance 6.5
Hosts per vCenter Server system 2,000 2,000
Powered-on virtual machines per vCenter Server 25000 25000
System
Hosts per cluster 64 64
Virtual machines per cluster 8,000 8,000

Must be Oracle or
Database SQL for full scalability Embedded vPostgres

Enhanced Linked Mode Yes Yes

anwa I’e VMware vSphere: Install, Configure, Manage 4-9 ‘ ‘
© 2017 VMware Inc. All rights reserved.



vCenter Server Deployment Options

vCenter Server Appliance is functionally  /“vcCenter Server Appliance
equivalent to vCenter Server installed on | ~=——=———-————-——— .

I

l

a Windows server: Platform Services ‘:
_ Controller |
- vCenter Server Appliance can be S —— z

configured in the following ways: e A
I |
[ |

— As an embedded system with an internal
. ) N /
Platform Services Controller instance K /

— As a distributed system with an external
Platform Services Controller instance

vCenter Server Appliance

(ST ST
| Platform Services ‘l

vCenter Server Appliance supports

. | _Controller |
Enhanced Linked Mode. ——
]
vCenter Server Windows
Appliance vCenter Server
|( vCenter \| lf_T/C_:e_nt_er__}
l Server I l Server |

—_——— e ———— —e— e — — — —
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High Availability for vCenter Server Appliance

High availability for vCenter Server Appliance protects against both
hardware and software failures and ensures that your implementation
can recover quickly.

the active node.

Two other appliance nodes are
created: a passive node and a
witness node.

If the active node fails, the
passive node takes over the VCenter
role of the active node. IR

D i B/File replicatio
The state of the active node is

The protected node is called T —_ T

L PublicIP

vCenter
(Passive)

o—

Private |P

Private IP

replicated to the passive node S e
and captured in a PostgreSQL T
database and in the e
configuration files. (Corum]
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Review of Learner Objectives

You should be able to meet the following objectives:

« Describe the vCenter Server architecture

« Discuss the vCenter Server deployment models

- Identify the vCenter Server services, components, and modules
- Explain Platform Services Controller

 Discuss the REST-based API

- Describe vCenter Server High Availability
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Lesson 2: Deploying, Backing
Up, and Restoring vCenter Server
Appliance

vmware
© 2017 VMware Inc. All rights reserved.



Learner Objectives

By the end of this lesson, you should be able to meet the following
objectives:

- Deploy vCenter Server Appliance into an infrastructure
Add license keys to vCenter Server

Configure vCenter Server settings

Create a vCenter Server backup
Restore vCenter Server Appliance from a backup
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Preparing for vCenter Server Appliance Deployment (1)

Before deploying vCenter Server Appliance, you must complete several
tasks:

« Verify that all vCenter Server Appliance system requirements are met.

 For the first installation of vCenter Server Appliance, Platform Services
Controller must be deployed before vCenter Server:

— If you deploy vCenter Server Appliance with an embedded Platform Services
Controller, this operation occurs automatically.

— If you install vCenter Server Appliance with an external Platform Services Controller
instance, you must first install Platform Services Controller and then install vCenter
Server.
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Preparing for vCenter Server Appliance Deployment (2)

Before deploying vCenter Server Appliance, you must complete several
tasks:
« You must provide the fully qualified domain name (FQDN) or the static IP of the

host machine on which you are performing the install or upgrade. VMware
recommends using the FQDN.

« You must verify that clocks on all machines on the vSphere network are
synchronized.
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vCenter Server Appliance Native Ul Installer

With vSphere 6.5, a native application has been developed to facilitate
the deployment of vCenter Server Appliance 6.5:

« A native application has been written for Windows, Linux, and Mac OS X and
has no dependency on browsers or a plug-in.

- This GUI application performs validations and prechecks during the

deployment to ensure that no mistakes are made and that a compatible
environment is created.
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vCenter Server Install, Upgrade, Migrate, and Restore

The new Ul deployment tool has the
following featured options:

Install: Installs a new vCenter Server
Appliance or Platform Services Controller

Upgrade: Upgrades an existing vCenter
Appliance

Migrate: Migrates an existing vCenter
Server for Windows to a vCenter Server
Appliance

Restore: Restores from a previously
created vCenter Server Appliance backup

vimware
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@ vCenter Server Appliance Installer
Installer

wm vCenter Server Appliance 6.5

Install
Install a new vCenter Server Appliance or Platform Services Controller

Upgrade
Upgrade an existing vCenter Server Appliance

Migrate

Migrate from an existing vCenter Server for Windows to a vCenter Server Appliance

Restore
Restore from a previously created vCenter Server Appliance backup
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vCenter Server Appliance Deployment

Installer support for Windows, Mac,
and Linux

vSphere Update Manager is included
vCenter Server Appliance and

Platform Services Controller
install is a two-stage process:
- Stage 1: Deploy OVF

- Stage 2: Configuration

Fully automatable by using =
JSON templates, with Windows, e o
Li n ux, and M aC Su pport Server or ESXi host The second stage completes the setup of the deployed appliance. Click Next, to proceed with stage

mwa re VMware vSphere: Install, Configure, Manage 4-19 ‘ ‘
© 2017 VMware Inc. All rights reserved.



vCenter Server Appliance Two-Stage Deployment

Stage 1: Ul
« Accept the EULA.
 Select the deployment type.

« Connect to the target ESXi host or vCenter Server system to deploy vCenter
Server Appliance.

- Define vCenter Server Appliance name and root password.
« Select deployment size (Mem/CPU) and storage size.

« Select datastore location (thin disk).

« Configure networking.

Stage 2: Deployment
« OVF is deployed to the ESXi host.
- Disks are configured.

« RPMs are installed (depending on Embedded, Platform Service Controller,
vCenter Server deployment choice).

« Networking is configured.
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vCenter Server Deployment Wizard

The vCenter Server Deployment wizard prompts for information
depending on your choice of deployment methods.

Stage 1

Deployment target
Deployment type
Deployment size
Define VM name
Define root password
Define datastore location
Define networking
Stage 2

Create SSO domain
Join SSO domain
Configure CEIP

Embedded

NENRNBRERNR

NXHN

PSC vCenter Server

NN XHNN
NNERNNBRK

NN
NEN X

vimware

© 2017 VMware Inc. All rights reserved.

VMware vSphere: Install, Configure, Manage 4-21 ‘ ‘



Getting Started with vCenter Server

After you deploy vCenter Server Appliance, log in to it by using one of the
vSphere clients to manage your vSphere inventory:

« vSphere Web Client: https://FQDN_for_vCenter_Server/vsphere-client
« vSphere Client: https://FQDN_for_vCenter_Server/ui

@ vwSphere Web Client

L (‘ - a https: ffvewall velass.localfysphere-clienti7csp ¢ | | T Gn
b

[0 Allow vovadl,velass.local to run plugins?

VMware”vCenter” Single Sign-On
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Adding License Keys to vCenter Server

Assign a license to vCenter Server before its 60-day evaluation period
expires.

;: @ vSphere Web Client

9% | Infrastructure v

There are vCenter Server systems with expired or expiring licenses in your inventory. Manage your licenses Details... (<}

vmware: vSphere Web Client  #= U | Administrator@vSPHERELOCAL ~ | Help ~ | (CNEE.

Navigator | Licenses

4 Back License provider: All vCenter Server systems Go to My VMware Import License Keys Data...

| Administration glting Started | Licenses | Products  Assets

~ Access Control ——
Show: | Al [~]
Roles —_

Global Permissions License Key Product
g . This listis empty.
~ Single Sign-On

Users and Groups

Click the green plus symbol

~ Licensing

to enter new license keys

Reports
~ Solutions

SYseljuadsay (o) [0 ssaiboid upniom (0) \L

Client Plug-Ins

vCenter Server Extensions
~ Deployment

System Configuration

Customer Experience Improvement Program
~ Support <
Upload File to Service Request [ Qitems | . Export~

The replication of the licensing data from all vCenter Server systems might take a few minutes.
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Configuring vCenter Server Settings

You can configure your vCenter Server system from vSphere Web Client,
including settings such as licensing, statistics collection, logging, and
other settings:

« To access the vCenter Server system settings, navigate to the vCenter Server
system in vSphere Web Client and click the Configure > Settings tabs.

rror C I Session timed out - sa-esxi... sa-esxi-02.vclass.local - V... ‘ (%) vSphere Web Client x | | @ ?k {E

vmware® vSphere Web Client #= U | Administrator@VSPHERELOCAL ~ | Help ~ |

Navigator X [ savcsa-01.vclass.local P31 %@ Jg | {chActions v
| <4 Back Getting... Summary Monitor §l Configure § Permiss... Datacen.. Hosts &.. VMs Datasto.. Networks Linkedv.. Extensi..

‘ EF ‘ @ 8 Q « h-mérServerSettings ‘

» (5 sb-vcsa-01.vclass.local

f %! sa~vcsa-01.vclass.local | :Seltigs » Statistics Estimated space required: 16.71 GB
EE

Max connections: 50

Licensing

| syselaoay (o) [F ssaiboid upuom (0)

» Runtime settings vCenter Server name: sa-vcsa-01.vclass.local
Message of the Day ) .
» User directory 60 seconds timeout
Advanced Settings
» Mail -
Auto Deploy
» SNMP receivers
vCenter HA
Ports HTTP: 80 HTTPS: 443
v More
Timeout settings Normal: 30 Long: 120
Key Management Servers ‘
% : inf
| Storage Providers £0dging:aptons i
‘ Update Manager SSL settings vCenter Server requires verified SSL certificates
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Logging In to the vCenter Server Appliance Management Ul

To back up or restore vCenter Server Appliance, you must connect to the
Appliance Management interface at https://FQDN_or_IP_address:5480.

I @ VMware Appliance Manage... %

VMware vSphere®
Appliance Management

© 1998-2016 VMware, Inc. All rights reserved.
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vCenter Server Appliance Management Home

After logging in to the vCenter Server Appliance Management Ul, you
see the functions that you can perform. To back up the appliance, click

the Backup tab.

(¢ [OlP e Ty [

{.:3 . Infrastructure «

|@VMwarEAppIianceManage... X ‘ ‘ #r ﬁ E’}

Backup Appliance
Navigato
n 1 Enter backup details

B A
2 Select parts to backup

G N
3 Ready to complete
@ Ti
Fu
A
B o
i ci

[0 D:

I

vimware
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Enter backup details

Specify the location details and credentials to establish connectfion with the server. Optionally, encrypt your backup.

Protocol:
Location:
Port

User name:

Password:

[] Encrypt Backup Data

server-addressipath/backup-folder

443

Next Cancel 10:25 AM
10/12/2016
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Native vCenter Server Backup and Restore

Removes dependency on third-
party backup solutions

Resto reS a VCe nter Se rver vCenter Server Appliance 6.5 Restore - Stage 1: Deploy OVF
instance to a brand new DR
appliance

3 Enter backup details

Supports backup or restore of | |~ e
vCenter Server Appliance and s ™
Platform Services Controller

Includes embedded and o
external deployments

Supports protocols, including:
« HTTP/S

- SCP

« FTP/S

Includes option for encryption

Restores directly from the
vCenter Server Appliance ISO

Enter backup details
Enter the backup location type, location, and credentials.

Backup location type HTTPS E

Install
Install a new vCenter Server Appliance or Platform Services Controller Appliance

Upgrade

Upgrade an existing vCenter Server Appliance

Migrate
Migrate from an existing vCenter Server for Windows to a vCenter Server Appliance

Restore

Restore from a previously created vCenter Server Appliance backup
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© 2017 VMware Inc. All rights reserved.

® 0 © ©




Lab 4: Working with vCenter Server

Install and use vCenter Server Appliance

Deploy vCenter Server Appliance

Access and Configure vCenter Server Appliance

Add Your ESXi Hosts to the vCenter Server Inventory
Configure the ESXi Hosts as NTP Clients

Back Up vCenter Server Appliance

Complete the vCenter Server Appliance Deployment

o gk~ WD RE
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Review of Learner Objectives

You should be able to meet the following objectives:
- Deploy vCenter Server Appliance into an infrastructure
Add license keys to vCenter Server

Configure vCenter Server settings

Create a vCenter Server backup

Restore vCenter Server Appliance from a backup
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Lesson 3: vSphere Clients
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Learner Objectives

By the end of this lesson, you should be able to meet the following
objectives:

« Access the vSphere clients
- Install the Enhanced Authentication Plug-In for Windows
« Navigate the vSphere clients
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Accessing vSphere Clients
To access a vSphere client, you open a Web browser and enter the URL

for the desired vSphere client.
":"; i X e N [

5% | Infrastructure v

{https://FQDN_of_vCenter_Server

https://FQDN_of_vCenter_Server

~

Usar mmiio: VMware"vCenter” Single Sign-On

Use Windows session authentication

J[CIick to download and install the Enhanced
. (Authentication Plug-In.
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vSphere Web Client Home Page

Click the Home icon to reach the vCenter Server Home page.

The Home page has a Navigator pane on the left and Inventories,
Monitoring, and Administration panes on the right.

Ol e ) [ T e v B oo

95 o Infrastructure +

vmware: vSphere Web Client  #=

Navigator

4 Eack :I Home |

I oo
EJ Hosts and Clusters = ¥
m =2 =B e H

[&] VMs and Templates
Hosts and VMs and Storage Metwarking Content Glabal

= Storage
g Metworking Clusters Templates Libraries Inventory Lists

Content Libraries
Glabal Inventory Lists

| Operations and Policies

E B & &
& 3 5 ST -
Task Console Event Console Host Profiles VM Storage Customization Update

Policies Specification IManager
Manager

Policies and Profiles

SHSELIUa0aY (0) [F0 | ssalfoid Ulniom (0) iy

(@, Update Manager

V| v v VWV VYV VWV

| & Administration
|

. [2] Tasks
[Td Events

< Tags & Custom Attributes g\ & '2 UUL@

Q New Search Roles System Licensing Customer vRealize
[H Saved Searches Configuration Experience Operations
Improvement Manager

Administration

Plug-ins for Installation

@ O

B watch How-to Videos
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Using the vSphere Web Client Navigator

You can use the
Navigator pane to
browse and select
objects in the vSphere
Web Client inventory.

The navigator presents
a list-based view of the
iInventory, which
enables you to
navigate inventory
objects.

vimware
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| @ vSphere Web Client

X (] sa-vcsa-01.vclass.local | 1 fa Jg | {ShActions ~

[ |2 8 e

Getting ... | Summary | Monitor  Configure Permiss.. Datacen...

sa-vcsa-01.vclass.local

+ [ sb-vcsa-01.velass.local
(%! sa-vcsa-01.vclass.local
[> B Datacenter

9% | Infrastructure v

vmware: vSohera \W.

'eh Client

Virtual Machines: 5
Hosts: 1

=

© sa-esxi-01.vclass.local: Host connection and power state
A\ VMware vAP| Endpoint Service Health Alarm

v Tags
Assigned Tag Category

This listis empty.

Description

(&) vSphere Web Client

~ Versio
Version

Build

ft

Navigator

—_L
X [@saesxiOtvciassiocal | B % [} [ [ | {SActions v

(v |2 8

e

Getting Started ‘ Summary ‘ Monitor Configure  Permissions VM

~ [ sb-vcsa-01.velass.local
~ [} savesa-01.vclass.local
v [13 Datacenter

P sa-esxi-01.vclass.local

{ Hypervisor:
4 Model:
Processor Type:
— Logical Processors: 2

NICs: 4
Virtual Machines: S
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sa-esxi-01.vclass.local

State: Conne
Uptime: 0 secon

null, null, null
VMware, Inc. VMware Virtual Platfor
Intel(R) Xeon(R) CPU E5-2680 v2 @ Z

cted

s v



vCenter Server Views: Hosts and Clusters, VMs, and
Templates

Hosts and Clusters Inventory View

vmware: vSphere Web Client  f= U | Administrator@VSPHERELOCAL ~ | Help ~ | ((ENEE
 Navigator X | [ saesxiOlvchssiocal B (% b [ [ | (G Actions v ==
e .

Geﬂingstaned|summary|Monitor Configure Permissions VMs Resource Pools Datastores MNetworks Update Manager

w [{z Datacenter

B sa-esxi-01

LBack
() B @

w ra-vesa-01velass.local

4 @ sa-esxi-02.vclass.local

sa-esxi-01.vclass.local

CPU

FREE: 5.55 GHz

Hypervisor: VMware ESXi, 6.5.0, 4564108 USED: 46.00 MHz CAPACITY: 5.60 GHz
Model: Viware, Inc. VMware Virtual Platform

MEMORY FREE: 8.58 GB
Processor Type: Intel{R} Xeon(R) CPU E5-2680 v2 @ 2.80GH=z
Logical Processors: 2 USED: 1.44 GB CAPACITY: 8.00 GB
HICs: 4 STORAGE FREE: 42.33 GB
Virtual Machines: L USED: 17.17 GB CAPACITY: £9.50 GB
State: Connected
Uptime: 15 days

»  Hardware

VMs and

o) | Configuration |:|\|

Templates Inventory View

vmware' vSphere Web Client = Updated at 1027 AM ) | Administrator@VSPHERELOCAL ~ | Help v |
HNavigator X | &5 vM11 | = [ By (3 | o) Actions v |—=v |[#
4 Back P Getting Started | Summary | Monitor  Configure  Permissions Snapshots Datastores Metworks  Update Manager =
= =
) | 8 Qe V11 CFU USAGE z
v [ savchefuclass.local Guest 0S: Microsoft Windows 7 (54-bit) 756.00 MHz =
v | Datacenter Compatibilty:  ESXi6.5 and later (VM version 13) MEMORY USAGE 5
W) YM1-1 WWware Tools: Running, version: 10272 (Current) T a73.00MB i
& vM2-1 More info... a:g STORAGE USAGE )
DNS Name: W11 = 1311 GB
IP Addresses:  172.20.10.200
View all 2 IP addresses =
Host: sa-esxi-01.velass. local %
s z
34 g
v VM Hardware EI‘ l v Advanced Configuration ||
vmware
VMware vSphere: Install, Configure, Manage 4-35
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vCenter Server Views: Storage and Networks

Storage Inventory View

vmware: vSphere Web Client  #= Updatedat 1027 AM O | Administrator@VSPHERELOCAL ~ | Help ~ |

| Navigator X Bldatastoret | (P (§ G B EJ | @Actons ~ = [E
' Fr— —_— =
| 4 Back : 7\ Getting Started | Summary | Monitor  Configure  Permissions Files Hosts  VMs s
- " (=]
@ ( =
g a8 | e datastore 1 STORAGE FREE: 15.70 GB z
w [ sa-~vcsa-01.velasETocal . ]
Tme: WMESS USED: 14.05 GB CAPACITY: 29.75 GB =
~ [ Datacenter URL:  dsiivmisivolumes/S8237eef-2a385635-0673-005056013d 17/ Refesh | 2
= datastore 1 ]
3 datastare 1(1) E
H Locald1-2
H Localz-2
2
=
» Details |:|| | » Related Objects ] E|

Networks Inventory View

vmware® vSphere Web Client  fi= Updated at 10:27 AM Q) | Administrator@VSPHERELOCAL ~ | Help v |

| Navigator X | © vMNetwork | ¢5)Actions ~
e — —
4 Back b /\ Getting Started | Summary | Monitor  Configure  Permissions Hosts  VMs

9 a'\sy'[

[ savcsa-01velass local
+ [{7 Datacenter

£ VM Network

VM Network

Accessible: es

Virtual machines: 2
Hosts: 2

{3 ssalfold ulyiopn (o) I §

swiery (o)

|+ Network Details |:|'| |'v Tags o
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Viewing Object Information

Because you can navigate to view object information and access related
objects, monitoring and managing object properties is easy.

Qo0

Infrastructure v

vm vSphere Client

Menu v

Q Search

| l [ vSphere Client

U

Administrator@VSPHERE.LOCAL v

B =2 8 8

4 [ sa-vcsa-Otlvclass.local
4 [ Datacenter
4 [Lab Servers
4 [zsa-esxi»otvclass,local
5 VM1

E sa-esxi-02.vclass.local

Recent Tasks Alarms
Task Name N Target

All |V

vimware
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[4 sa-esxi-Ol.vclass.local

Summary

— N

v

Monitor

Status

Hypervisor:
Model:

Processor Type:

Logical Processors:

NICs:

Virtual Machines:

State:
Uptime:

Configure

v

Initiator V.

ACTIONS v

Permissions VMs
VMware ESXi, 6.5.0, 4513128
VMware Virtual Platform
Intel(R) Xeon(R) CPU E5-2680 v2 @ 2.80GHz
2

4

1

Connected

1days

Queued For

VMware vSphere: Install, Configure, Manage

Resource Pools

v

Datastores

Start Time |

Networks

v

cPU

Used: 63 MHz
Memory
Used: 2.58 GB
Storage

Used: 18.18 GB

Completion Time

Free: 5.54 GHz A

Capacity: 5.6 GHz

Free: 13.42 GB

Capacity: 16 GB

Free: 81.31 GB

Capacity: 89.5 GB

«

Server V.

More Tasks
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Using Quick Filters in vSphere Web Client

You can use quick filters to find an object or a set of objects in the
vSphere inventory by using certain display criteria.

Q, Search

vmware* vSphere Web Client fi= O | Administrator@VSPHERELOCAL ~ | Help = |

~ Navigator 4l [ Datacenter | T i1 83 & T | {ghAdions F
S —_— =
4 Back s Getting Started  Summary  Monitor  Configure  Permissions  Hosts & Clusters VMs | Datastores | Metworks  Update Manager =
—————— (=]
| @ | 8 @ S— =
o =
+ Bl ssvcsa0tvdassioc l Datastores | Datastore Clusters | Datastore Folders l =
B Lo I Q Mew Dat Reqgister B Fil Refresh C | D ] St Acti 3 i ’Q | | ) 8‘
- i I ocal -l o
= E| EEE— ew Datas... | tfl eqister ﬁ rowse Fil.. (@ Refres (2 Increase E3 Manage | @ ions g
ﬁ}VM1-1 Name 1 & Status Type Cratastore Cluster ; Free E

» [J sa-esxi-02vclass.lacal H Localn1-2 & Mormal VMFS 5 45 GB 2552 GB
Eh vm2-1 ] Locald2-2 @ MNormal VMFS 5 2875 GB 2584 GB -
(=)
=
: =
[ Show or hide =

the quick filters options.

*

i 2 0f 4 Objects [ Export (15 Copy ~

-
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Using Drag-and-Drop Functionality in vSphere Web Client

You can drag an inventory object to another location.

e =3V (%) vSphere Web Client

9% | Infrastructure v

vmware* vSphere Web Client

4

JT] 8 @

Hosts & Clusters

v [5) sb-vcsa-01.vclass local Drag_and_drop icons
v () sa~vesa-01.velass.local L

C—— indicate whether

» CJEMEA

Oou Can move
w [_JNorth America y .
flz Datacenter ) . . ‘ the ObJeCt

» [ sa-esxi-01.vclass.local
» [ sa-esxi-02.vclass.local

» []South America
2o *o]

|:|| \v Custom Attributes
Attribute Value
This lig

Category Desaription
This listis empty.
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Using Pin and Unpin Functionality

You can pin and unpin display panes within the user interface.

@ vSphere Web Client

S5 | Infrastructure ~

vmware* vSphere Web Client  #= Updated at 6:56 AM () | Administrator@VSPHERELOCAL ~ | Help ~ | (BN G

_ [ Datacenter | F 41 49 fx 3 | {GpAdions v
4 Back 4 Gefting Started | Summary ] Monitor  Configure Permissions  Hosts & Clusters  VWs  Datastores  Networks
.

l | n I n n ed g £ a8 2 Datacenter crU FREE: 11.11 GH3

v [ sb-vesa-01.vclass.local Hosts 2
USED: 50.00 MHz CAPACITY: 11.20 GH3

« [ sa-vcsa-01 volass.local Virtual Machines: 5
ecent Tasks T S P
» CIEMEA Networks: 2 USED: 252 GE CAPACITY: 20.00 GB
- [TJNorth America Datastores: 4 STORAGE FREE: 12331 GB

)a - '
fls Datacenter I USED: 1.44 GB CAPACITY: 124.75 GB

4 @sa—esxm‘l vclass local
b [ sa-esxi-02.vclass local
» ESouth America [+ Taus | [+ custom Attributes o

ls!eJﬁch ulHiom (0) 5 | suseLiuacey () [

‘ Assigned Tag Category Desaiption

Attribute Value ‘

This listis empty. This listis empty.

5% | Infrastructure v

vmware* vSphere Web Client # !

P I n ned Rece nt ’ in... | Sum... | Monitor  Confi.. Permi.. Hosts.. VMs Datas.. Netw.. I Al | Running
_l B | @ 8 e Datacenter cPy &
I aS S ~ [ sbvcsa-01.velass.local Hosts: [| |
: USED: 80.00 MHz CcAPA
+ [ sa-vcsa-01.vclass.local Virtual Machines:
» [JAPACY Clusters: ﬂ’w
» CIJEMEA i Networks: USED: 2.52 GB
w [JNorth America Datastores: STORAGE
gy
» [ sa-esxi-01.vclass.local
» [\ sa-esxi-02.velass.local
» £1South America ‘ ~ Tags I:I[ l ~ Custom Attributes

Attribute Valug
This |,

s531601d U| oM, (0)

Assigned Tag Category Desaiption
This listis empty.
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Lab 5: Navigating the vSphere Clients

Become familiar with vSphere Client and vSphere Web Client

1. Navigate vSphere Client
2. Navigate vSphere Web Client
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Review of Learner Objectives

You should be able to meet the following objectives:
« Access the vSphere clients

- Install the Enhanced Authentication Plug-In for Windows
« Navigate the vSphere clients
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Lesson 4. Managing the vCenter
Server Inventory

vmware
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Learner Objectives

By the end of this lesson, you should be able to meet the following
objectives:

Create and organize vCenter Server inventory objects

Add data center and organizational objects to vCenter Server
Add hosts to vCenter Server

Discuss how to create custom inventory tags for inventory objects
Recognize how to view vCenter Server logs and events

Manage the vCenter Server services

Monitor vCenter Server Appliance
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About Data Center Objects

A virtual data center is a container for all the inventory objects required to
complete a fully functional environment for operating virtual machines:

« You can create multiple data centers to organize sets of environments.

- Each data center has its own hosts, virtual machines, templates,
datastores, and networks.

vCenter Server

Toronto Los Angeles Munich Paris
Data Center Data Center Data Center Data Center
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Organizing Inventory Objects into Folders

Items in the data center can be placed into folders. Folders and
subfolders can be created to better organize systems.

Los Angeles
Data Center

DB File _and AMD
Print
VM VM TEMPLATE VM VM
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Adding a Data Center and Organizational Objects to vCenter

Server

You can add a data center and host and cluster folders:
« You can use folders to group objects of the same type for easier management.

Infrastructure v

vm vSphere Client Menu v Q, search

g @ 7 sa-vcsa-0l.vclass.local

4 [ sa-vesa-Otlv Monitor

D Actions - sa-vesa-0l.vclass local

4 [ Datacent

4 CllabSed [l New Datacenter... * Virtual Machines: 1
Hosts:

4 [@sa-e

v

E} sa-e Tags & Custom Attributes »

[ New Folder...

~ Custom Attributes

Recent Tasks Alarms

Task Name at Target v Status

All v

vimware
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[ ¢ O e e

5% . Infrastructure v

vm vSphere Client

g =2 8 @

—

4 [ sa-vesa-Ot.vclass.local
4 [{H Datacenter

Q Search

7 sa-vcsa-01l.vclass.local

Summary Monitor Configure

4 [Lab [l Actions - Datacenter

« [as ‘@ Add Host...

s

Bl
-

New Folder

Storage

Rename...
Recent Tasks

Task Name

‘i:j New Cluster...

1) New Virtual Machine...

Tags & Custom Attributes » L

Virtual Machines: 1
Hosts: 2

» | 7 New Host and Cluster Folder...
h New Network Folder...
* New Storage Folder...

7 New VM and Template Folder...

Status N Initiate

All v
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Adding ESXi Hosts to vCenter Server

You can add an ESXi host.

5 | Infrastructure v

vm vSphere Client Menu v Q, search

g8 9 [h Datacenter

4 [ sa-vcsa-Ot.vclass.local Summary Monitor
4 [ Datacenter
S o Hosts:
4 CLab Ser m Actions - Datacenter
= 1 Virtual
4 [hsaes B Add Host.. Cluster
(5 UN Netwol
= %J New Cluster...
E sa-es Datast
New Folder >
9y New Virtual Machine...
>
Sarege Attributes
Rename...
Recent Tasks
Tags & Custom Attributes »
Task Name wec Status

vimware
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Add Host

Enter the name or [P address of the host to add to vCenter Server.

2 Connection settings

3 Host summary Host name or IP address: |

4 Assign license Location: Datacenter

5 Lockdown mode
6 VM location

7 Ready to complete

CANCEL
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Creating Custom Tags for Inventory Objects

Tags enable you to attach metadata to objects in the vSphere inventory
to make these objects more sortable.

You can associate a set of objects of the same type:

- Search for objects by that tag.

- Enable a business case where customers want to create groups of virtual
machines, clusters, and datastores for ease of management.

2 8 @ [ sa-esxi-Ol.vclass.local | Actions v

r.‘ Actios
4 [ sa-vesa-Olvclass.local Summary Monitor Configure ] . e Pools Datastores N
New Vi Mach
4 [ Datacenter ]
H VMwal
4 ELab Servers il Ui lrisis "% B NewR P
Model: VMw
F sa-esxi-Ol.vclass.local 5
Processor Type:  Intell Rl manenshes Mod
5 vmi1 = Loglcal Processors: 2
[2 02 Jlocal NICs 4 Connection
Virtual Mach 1
State Con Rov
Uptinr 1 day: Storag
Host Profiles
R t Task Al
Task Name v Target v Status v Initiator Settings v StartTime |
Check new notificati... ["__,| sa-vesa-Olvclass... v/ Completed VMware| Tags & Custom Attributes » \0 Assign Tag...

Remove from Inventory {#% Remove Tag

Edit Custom Attributes...
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vCenter Server Events

The vCenter Server events and audit trail allows selectable retention
periods in increments of 30 days:

User-action information includes the user’s account and specific event details.

All actions are reported, including file ID, file path, source of operation,
operation name, and date and time of operation.

<5,

= Infrastructure

[ vSphere Client | Log in - VMware ESXi | I

vm vSphere Client Menu v Q search (9} Administrator@VSPHERE.LOCAL v

g @ [A sa-esxi-Ol.vclass.local

] ACTIONS v
4 [ sa-vesa-Otvclass.local Summary Monitor Configure Permissiops Saaaarce Pools Datastores Networks
4 [ Datacenter Event Type
4 CJLab Servers w Issues and Alarms < » Ne
= All Issues
4 [ sa-esxi-Otvclasslocal Description v  Type v  DateTime.. ~ Task v Target v User v EventType.. v
LP‘;VMH Triggered Alarms
Alarm Definitions &]Message.. @ Informati. 10/28/2016 6. & vmi4 User vim.event.Vm.
[@ sa-esxi-02.vclass.local A
v Performance & User root... @ Informati..  10/28/2016 6... [] sa-esxi-0..  root vim.event.Us...
ed
Advance & VM is.. @ Informati 10/28/2016 6. & vmia VSPHERELO..  vim.eventVm.
w Tasks and Events
%] Message... Informati.. 10/28/2016 6.. VM1 vpxuser vim.event.Vm..
Tasks < 9 L @ p
Events & VM is.. @ Informati..  10/28/2016 6... & vmi VSPHERELO..  vim.eventVm..
Hardware Health & Task: Po.. @ Informati 10/28/2016 6..  Power On vir. & vmi1 VSPHERELO..  vimeventTa.. ,
Event Details 100 tems
Description: A

& User root@172.20.10.80 logged out (login time: Fri Oct 28 13:05:08 UTC 2016, number of API invocations: 0,
10/28/2016 user agent: Mozilla/5.0 (Windows NT 6.3; WOW64; Trident/7.0; rv:11.0) like Gecko)
1:33:17 PM v

Recent Tasks Alarms

»

vimware
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vCenter Server System Logs

vSphere records events in the vCenter Server database:

« System log entries include information, such as who generated the event,
when the event was created, and the type of event.

| @ vSphere Web Client

9% | Infrastructure v

vmware* vSphere Web Client = U | administrator@vSPHERELOCAL ~ | Help ~ | (YRRl

—__ 1
(] savesa-01vclasslocal | F f@ /& | fS3Actions v

4 Back | GeftngSta.. Summary | Monit.. | Configure Permissions Datacenters Hosts &Cl.. VMs  Datastores  Networks LinkedvCe Extensions
[ o | B @

w [ sb-vesa-01.vclass.local

l Issues | Tasks & Events ['Systehi'Ldgs’| Sessmns]
|’ vCenter Server log [vpxd-15.1og] | v| Export System Logs YO u Can eXpO rt SySte m
2016-10-11T17.41:47.632Z Section for Vidware VirtualCenter, pid=4023, version=6.5.0, buildi |ogS for tro u b | es hOOtI ng

2016-10-11T17:41:47 6322 verbose vpxd[f F2907D02800] [Originator@G876 sub=Defauli] D|
system problems.
—— Earlyinit logs start

2016-10-11T17:41:47.454Z verbose -[fF29D7D02800] [Originator@6876 sub=vpxdvpxdSignal] Signal handler for signal 1 is installed
2016-10-11T17.41:47.454Z verbose -[TF29D7D02800] [Originator@6876 sub=vpxdvpxdSignal] Signal handler for signal 2 is installed
2016-10-11T17.41:47.454Z verbose -[fF29D7002800] [Originator@6876 sub=vpxdvpxdSignal] Signal handler for signal 15 is installed
2016-10-11T17.41:47.454Z verbose -[TF29D7D02800] [Originator@6876 sub=vpxdvpxdSignal] Signal handler for signal 10 iz installed
2016-10-11T17.41:47 5667 info -[FTF29D7002800] [Originator@B876 sub=Default] Glibc malloc guards disabled.
2016-10-11T17:41:47 5662 info -[7F29D7002800] [Originator@6876 sub=Default] Initialized SystemFactory

lsseJﬁmd Ul }lops, (o) \ |

=
a
z
H
2
=
o
=
H

—— Early init logs end
2016-10-11T17.41:47.632Z info vpxd[7F29D7D02800] [Originator@G876 sub=Defauli] Logging uses fast path: true
2016-10-11T17.41:47 6327 info vpxd[FF2807D02800] [Criginator@G876 sub=Defauli] The borallib logs WILL be handled by VYmaCore
2016-10-11T17:41:47 6322 info vpxd[F F2907D02800] [Originator@6876 sub=Defauli] Initialized channel manager
2016-10-11T17:41:47 6347 info vpxd[7F29D7D02800] [Originator@6876 sub=Defauli] Current working directory: /storage/loghmwareiman
2016-10-11T17:41:47.635Z info vpxd[F F2907D02800] [Originator@6876 sub=ThreadPool] Catch work item exceptions disabled
2016-10-11T17.41:47.635Z info vpxd[7 F29D7D02800] [Originator@G876 sub=FairScheduler] Priority level 4 is now active.
2016-10-11T17.41:47 6357 info vpxd[7F2807D02800] [Criginator@G876 sub=WorkQueue vmacoreDefaulllDCompletionQueue] Created.
WorkQueuevmacoreDefaullOCompletionQueue, type = fair, priority = 4 , itemWeight = 1
2016-10-11T17:41:47 6357 info vpxd[7F2907D02800] [Originator@6876 sub=FairScheduler] Priority level 8 is now active
2016-10-11T17:41:47.635Z info vpxd[F F2907D02800] [Originator@6876 sub=WorkQueue vmacoreDefaulllOQueue] Created: WorkQueue.vmacoreDefaultiOQueue,
-

Showing 2000 of 50850 lines [[] show line numbers | Show Next 2000 Lines ] [ Show All Lines
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Outputting vCenter Server Logs to Syslog Collector

vCenter Server is capable of streaming its log information to a remote
Syslog server:

« You can enable this feature in the vCenter Server Appliance Management
Interface at https://FQDN_of vCenter_Server Appliance:5480.

« This feature can help prevent the file system of vCenter Server Appliance from
filling up with log files. It also enables further analysis of the vCenter Server

Appliance log files with log analysis products, such as VMware vRealize® Log
Insight™.

[#% Syslog Configuration

Common Log Level

Remote Syslog Host
Remote Syslog Port

Remote Syslog Protocol
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vCenter Server Database Health

vCenter Server checks the status of the database every 15 minutes:

- Database health warnings trigger an alarm when the volume (by default)
reaches 80 percent.

- The alarm changes from warning to error when the free space reaches 95
percent and vCenter Server services shut down to allow the user to configure
more disk space or remove unwanted content.

These features are available for the following databases:
« PostgreSQL and MSSQL
- Not available for Oracle
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Managing the vCenter Server Services

You can manage vCenter Server services by selecting Administration >
System Configuration from the Home page and selecting Services.

vmware: vSphere Web Client  #t= U | Admin

Mavigator X | 4 system Configuration

4 Administration 0]

Systermn Configuration

J Summary | Ohjects

semices running in each node.

" System Configuration
[Jodes —
Jsing System Configuration, you can
[ J Serices P - manage and maonitor the management
stack running the vCloud Suite. The
Sonices / management stack includes nodes and the

(3 Auto Deplay (vevallvelass.local) Learn more about vCenter Server Appliance configuration
[ Cantent Library Service (vevall welass. local)

) Hote the following important information:
[J Data Semice (vewall velass. local) ) ) ) ) )
.~ Mades running vSphere 5.5 % cannot be viewed in System Configuration. Uparade your environt
1. Maod Sph a5 th d in Systerm Confi 1 u] d
[J Hardware Health Service dvevall velass.local) them.
[ Inventory Service tvevall volass local) 2. Mon-vCEA nodes dao not suppaort same features such as rehooting, maonitoring and configuratio

systems to perform these tasks.
[J License Sewice (vovall velass.local)

[J Transfer Service fvcvall volass.localh

* HModes Health O | = Services Health
[0 Whware ES Agent Manager (vevall vilass lacaly
Critical @ 0rodes Critical @ 0serices
[0 whiware Message Bus Canfiguration Service (..
) o . YWarning @ 0rModes Warning @ 0 Services
[0 whiware Open Virtualization Farmat Service (..
[ Whware Perfarmance Charts Service (vovald velass.local) AL B D b hodes LI D 1 semice
[J WMware Postores fvovall volass.local) 5ood . 1 Node Good . 17 Senvices
[ Whitware Syslog Service fvevall velass lacaly Mot applicable 0 Modes . Mot applicahle 3 Services
[0 Whware vCenter Server (vovall welass. local)
[0 Whiware vService Manager fvcvall volass local) - Fl
®
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Lab 6: Creating Folders in vCenter Server Appliance

Create folders in vCenter Server Appliance
1. Create a Host and Cluster Folder
2. Create Virtual Machine and Template Folders
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Review of Learner Objectives

You should be able to meet the following objectives:

Create and organize vCenter Server inventory objects

Add data center and organizational objects to vCenter Server
Add hosts to vCenter Server

Discuss how to create custom inventory tags for inventory objects
Recognize how to view vCenter Server logs and events

Manage the vCenter Server services

Monitor vCenter Server Appliance
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